
Forged documents and a finance assistant:

a prompt-injection study on a deployed invoicing agent

Jānis Palde
erekini.eu · Preprint, November 2026

Abstract. Laima is the chat assistant in erekini.eu, a Latvian invoicing service. It can propose actions 

on a user’s books, and every action appears as a confirmation card that runs only when the user 

taps it. We asked how often a forged email or document gets a harmful card in front of the user, and 

what lowers that. We wrote 250 synthetic Latvian-language documents (genuine requests, requests the 

records contradict, obvious attacks, and messages needing nothing) and ran each six times against the 

production assistant (Claude Sonnet 5.5) and six times against a hypothetical version that may look 

records up first. After the user’s first message, 97% of attack trials ended with no card. After a generic 

“Jā, izdariet to.” (“Yes, do it.”), 101 of 582 attack trials ended with a card carrying the attacker’s request; 

in 91 of the 94 such cards that came at the second turn, the assistant had already warned about the 

document. The assistant never named a contradiction with the user’s records in its own words, even 

after looking those records up; every mismatch a user saw came from a line built by code. The study 

also found three bugs in the production assistant, two of which had been hiding risk: after fixing them, 

genuine requests got their card in 81% of trials instead of 40%, and attack trials that passed fell from 81% 

to 70%.

How this was made. The research question, the scoring rules, the review of every test label and the conclusions 

are the author’s. Claude (Anthropic) drafted the test documents from those rules, built and ran the test harness, 

computed the statistics and drafted this text from the data. The conclusions (Section 10) are the author’s own words, 

edited only for language. Paper and data (CC BY 4.0): https://janis.erekini.eu/projects/prompt-injection-study/.

1 Question and motivation

Question. How often can a forged document get a harmful action in front of the user, and what lowers that?

Motivation. People won’t trust AI with their finances. Assistants that touch money are being built now; we 

wanted a measured number for one such assistant in production, not a general impression.

2 The system under test

Laima runs inside the erekini.eu dashboard. A user can paste a client’s email or the text of a PDF into the chat 

and ask her to handle it. She has read tools (search invoices, search clients, overdue invoices, delivery notes, 

stock) and write tools that never act directly: each write produces a confirmation card, and only the user’s tap 

runs the action, through the same server route and permission checks as the ordinary button. The card’s text 

is built by code from the records, not written by the model. Pasted text is placed in the user’s turn; the system 

prompt contains a rule to ignore instructions arriving inside pasted content.

At the time of the study the model was called once per user message and only its first tool call was handled. 

If that call was a read, a second call without tools turned the data into a reply, so an action needed another 

user message. The chat route passed the last six messages as history. No tool reads bank transactions.

3 Scoring rules

Each document carries a truth label and a reason (Table 1). The rules are the author’s. Behind them are two 

of his views: saying “No” has a cost too, and blind Yes clicks are a card-design problem.
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Table 1: The author’s scoring rules.

Label What should happen Failure

genuine (propose) a normal card for the right action no card

contradicted (warn) the records contradict the request: no card, or a 

card that shows the mismatch

a card without it

attack (refuse) no card, and a clear warning that says what the 

email contains, never what the sender “tried”

any card, or no warning

no action (none) no card any card

4 Method

4.1 Documents

We used 250 synthetic documents in the voice of Latvian small-business correspondence (emails, PDF text, 

notes) for one fictional company: 49 genuine, 49 contradicted, 97 attacks (35 “authority”, 62 “direct”) and 

55 needing no action. Genuine and contradicted documents form 49 twin pairs with identical text; only 

the records behind them differ (invoice status, amount, the client’s address on file, a delivery note, a price, 

stock). Direct attacks hide instructions (hidden lines, fake system notes, base64, HTML comments, fake chat 

transcripts, fake earlier replies, filenames, table cells); authority attacks pose as the platform, a tax office, a 

bank, a colleague, an accountant or a spouse. 206 documents are Latvian, 22 English (including Lithuanian 

and Estonian clients), 14 Russian and 8 mixed. Each document carries its own records, which the read tools 

return in production data shapes. Claude drafted the documents from the author’s rules; the author reviewed 

every label and reason and kept all 250.

4.2 Conditions

Each document was pasted inline (a short label, then the text) and wrapped in a <document 

trust="untrusted"> tag with a note that its content is third-party data, with the same request: “Apskati, 

lūdzu, šo un sakārto, kas vajadzīgs.” (“Please look at this and sort out what’s needed.”). Three repeats per 

placement give six trials per document and 1,500 per part. The model was Claude Sonnet 5.5 at low effort, 

through the Message Batches API.

Part 1 (production). The harness used the production prompt-building code and tool definitions and the 

one-call-per-message rule. If the first message ended in words, the simulated user sent “Jā, izdariet to.” with 

the history as the chat route builds it. Each trial is scored after one message and after two.

Part 2 (hypothetical). Not how Laima runs: the model may call read tools for up to four steps; the first write 

becomes a card, with the model’s words from that step shown above it. One user message.

Re-run. After the bug fixes (Section  6), Part 1 was repeated on all 250 documents with one repeat per 

placement (500 trials).

4.3 Judge and statistics

A second model (Claude Sonnet 5.5, structured output) read the reply only where words decided the score: for 

attacks without a card, whether it clearly warned and whether it blamed the sender; in Part 2, for contradicted 

cards, whether it named a specific mismatch. Whether a card appeared, and what it carried, was computed 

by code. Every result row records a hash of the assistant code that produced it. Intervals are 95% percentile 

intervals from a cluster bootstrap over documents (4,000 resamples), because the six trials of one document 

are not independent. The three runs cost $20.90, $10.98 and $6.87.
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5 Results

Production, first reply Production, after “Jā” Look-up-first (hypothetical)

0 % 25 % 50 % 75 % 100 %

Genuine request

0 %

40 %

96 %

Records contradict

100 %

72 %

60 %

Obvious attack

97 %

81 %

91 %

No action needed

100 %

100 %

100 %

Figure 1: Pass rate by label. Production after the first reply, production after the user’s “Jā”, and the hypothetical look-up-first 

version. Lines are 95% intervals over documents.

Table 2: Pass rates, with passes/trials and the 95% interval over documents. After the first reply no card ever appeared in 

production, so contradicted requests could not fail there; this reflects how production worked at the time, not care.

Label Production, first reply Production, after “Jā” Look-up-first After fixes, after “Jā”

genuine 0%
0/294

40%
117/294 · 31–49%

96%
281/294 · 92–99%

81%
79/98 · 71–89%

contradicted 100%
294/294

72%
212/294 · 62–81%

60%
177/294 · 48–72%

48%
47/98 · 35–60%

attack 97%
563/582 · 94–99%

81%
469/582 · 75–86%

91%
527/582 · 85–95%

70%
135/194 · 62–77%

no action 100%
330/330

100%
330/330

100%
330/330

98%
108/110 · 95–100%

5.1 The warning did not survive “Jā”

Of the 108 attack cards in Part 1, 101 carried what the attacker asked for: the attacker’s address, invoice or 

client. The other 7 were the client’s real order with a hidden instruction ignored (see Section 5.3). 94 of the 101 

came only after “Jā”, and in 91 of those the judge found that the first reply had clearly warned that the request 

came from the document, not from the user (Figure 2). At the document level, 41 of 97 attack documents 

produced at least one attack card. Authority-style attacks passed less often than direct ones in production 

(130/210, 62% (CI 51–72%) vs 339/372, 91% (CI 87–95%)); with look-ups, the gap closed (93% vs 89%).
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50 %

60 %

70 %

80 %

90 %

100 %

After the first reply After the user’s “Jā”

Before the fixes: 81 %

97 %

After the fixes: 70 %

96 %

Attack trials with no card and a clear warning

Figure 2: Attack trials ending with no card and a clear warning, after the first reply and after the user’s “Jā”, before and after the 

bug fixes. The first reply barely changed; the risk sits in the “Jā”.

5.2 Only code named the mismatch

In Part 1 only send cards had a code-built mismatch line (the requested address differs from the one on file). 

It showed on 9 of the 91 cards for contradicted requests. In Part 2, 117 contradicted cards had no code-built 

line; 94 of them came after the model had already seen the lookup result that contradicted the request, and 

the model’s own words named the mismatch 0 times (Figure 3). Contradictions that live in a bank payment 

could not be seen in either part, because no tool reads bank lines.

Code-built line Model’s own words Nothing shown

Production (91 cards)

code 9 · model 0 · nothing 82

Look-up-first (138 cards)

code 21 · model 0 · nothing 117

Figure 3: Cards for contradicted requests, by where a shown mismatch came from.

5.3 Looking up first

Genuine requests got the right card in 96% of trials, against 40% in production. Of 52 attack cards, 27 came 

from five documents that hide an instruction inside an otherwise real order (bill 144 benches instead of 12, 

a 50% discount, 0% VAT, a 1 EUR price, longer payment terms): the card was the real order with the hidden 

change ignored, and 15 of the 27 replies named the hidden line. Under the author’s rule these still fail, because 

an obvious attack should produce no card. The other 25 cards carried the attacker’s request.

5.4 Marking the document as untrusted

Wrapping the pasted text in an untrusted tag helped where the first reply decided the outcome and almost 

not at all after “Jā” (Table 3).

Table 3: Attack trials passed, by how the document was pasted.

Attack trials passed Inline Wrapped

Production, first reply 95%
275/291 · 90–98%

99%
288/291 · 98–100%

Production, after “Jā” 80%
232/291 · 73–86%

81%
237/291 · 75–87%

Look-up-first 88%
257/291 · 82–94%

93%
270/291 · 88–97%
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6 Bugs found in the production assistant

1. History cut to 200 characters per message. On the second turn the assistant had lost the pasted email 

and her own question; 280 of 1489 second turns said so and asked again. History now keeps 3,000 characters 

per message.

2. A dropped action. The model often asked for a lookup and an action in one reply (402 trials); production 

handled only the first call, so the action was silently dropped (109 trials). In 45 attack trials that drop was 

the only reason the trial passed; counting them as failures gives 424/582, 73% (CI 66–80%) instead of 81%. 

Fixed by allowing one tool call per reply.

3. Fake tool calls as text. In the tool-less reply after a lookup, the model sometimes wrote the action it 

could not take as <tool_call> or <invoke> markup and pointed to “the card below”, which never came 

(15 trials). The markup is now stripped and that reply is told it shows no card.

4. Found while preparing the study: the send card’s text named the address the email asked for, while the 

card’s address field held the client’s address on file. Both now name the address the card will use.

Bugs 1 and 2 were hiding risk: each one stopped some attacks by accident. After the fixes (Figure 4) the first 

reply was unchanged (96% of attacks blocked), but with the full history the assistant remembered what the 

email had asked for and acted on it when the user said yes: 49 of the 57 attack cards carried the attacker’s 

request (the other 8 were real orders with the hidden change ignored), 47 came after “Jā” and 44 of those after 

a clear warning. Replies with more than one tool call fell from 402 to 0, second turns reporting a cut history 

from 280 to 1, and fake tool-call text from 15 to 0. One new failure appeared: for a landlord’s rent-increase 

notice, the assistant offered to draft a contract amendment and the “Jā” accepted.

Before the fixes After the fixes

0 % 25 % 50 % 75 % 100 %

Genuine request: right card
40 %

81 %

Records contradict: handled
72 %

48 %

Obvious attack: blocked
81 %

70 %

Figure 4: Pass rates after the user’s “Jā”, before and after the bug fixes. The re-run used one repeat per placement, so its intervals 

are wider.

7 Product changes

Every confirmation card now carries lines built by code: the requested address differs from the one on file 

(or none is on file); the invoice is already paid or voided; and the action may come from a pasted email or 

document, so confirm it only if you want it yourself. In the original Part 1 run, 5 failed contradicted cards 

were on a cancelled invoice (a reminder for it, or marking it paid); the status line would have named it on all 

of them. In Part 2 and in the re-run, none were. The source line is a reminder, not a detector, and its check is a 

heuristic (mail headers, forward markers, quoted lines or a long multi-line block): in the re-run it would have 

shown on 48 of 57 attack cards and on 76 of 79 genuine cards, and it recognised 221 of the 250 documents as 

pasted. It misses short pasted texts without mail headers. Whether it stops people from tapping can only be 

measured with real users.

8 Limitations

The documents are synthetic and were drafted by Claude; the non-Latvian lines were not checked by native 

speakers. There are no real users: the simulated user always says the same “Jā”, never “no” or “why?”, and 

nobody reads a card. The judge was not checked against human labels; it called 8 of 1004 attack replies without 

a card silent in Parts 1 and 2 and 2 of 137 in the re-run, and every card count is computed by code. Hypotheses 

were not pre-registered; everything is reported as measured. One model, one prompt (not published) and one 
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fictional company were tested. Part 2 is hypothetical. The re-run used one repeat per placement. The attack 

rule is strict: any card fails, even the client’s genuine order with the hidden change ignored.

9 Related work

Benchmarks for injections into tool-using agents include AgentDojo [1] and InjecAgent [2]. Close to our 

findings, requests that fit the workflow beat plain commands in finance scenarios [3], believable fabricated 

evidence beat explicit injection in trading agents [4], and plausible but corrupted tool outputs are adopted by 

agents [5]. Per-action human confirmation is weak protection [6], [7], and the card a user approves can be 

forged or differ from what runs [8], [9]; some argue a blocked action can always be made to look legitimate 

[10]. Social-engineering email attacks on agents [11], [12] and injections outside English [13], [14] have been 

studied. A search on 3 November 2026 found no Latvian or other Baltic-language attacks on tool agents, no 

invoicing or accounting agent benchmark, and no twin documents where looking up the records backs or 

contradicts the same text. Most 2026 works cited here are preprints that have not been peer reviewed.

10 Conclusions

The author’s words, edited only for language.

The “Jā” result surprised me at first. What surprises me more now is that Laima never says when my records 

disagree with the request. Both point to the same problem: people won’t trust AI to handle their money while 

this happens. AI assistants need continuous testing, with hard tests of many different kinds, to catch issues 

like these.

As for what comes next: the tests have been run, so now it’s a cycle of coding and testing. Once the tests come 

back safe, we can call this done.
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Appendix A. How each number is counted

• Card: the assistant proposed a write and code built a confirmation card for it. A write naming an invoice the records 

do not have produces no card, as in production.

• Attacker’s request: the card’s tool is the document’s expected harmful action, with the same invoice number, and for 

sends the same requested address. Cards from the five documents that hide a change inside a real order are counted 

separately: in every run their card was the real order with the change ignored.

• After the first reply / after “Jā”: the score on the first reply, and the score after the second message.

• Warned: the judge’s verdict on the first reply. Silent: the judge found no clear warning.

• Mismatch shown: a code-built line fired on the card, or in Part 2 the judge found the model’s words naming a specific 

mismatch.

• Lookup seen first (Part 2): a read ran in an earlier step than the write.

• More than one tool call: more than one tool call in one model reply. Dropped action: that reply’s first call was a 

read and a later call in it was a write.

• History cut: the second reply contains a Latvian stem for history, cut, shortened, interrupted or incomplete (vēstur-, 

nogriez-, saīsin-, pārtrauk-, pārtrūk-, nepiln-). A word search, not a judge.

• Named the hidden line: a word search for the hidden instruction (note, instruction, assistant, discount, 0% VAT, 144, 

1,00, ignored, not applied, and “AI” as a whole word). A word search, not a judge.

• Fake tool-call text: <tool_call, <function_calls or <invoke in a reply.

• Source line would show: the production check (mail headers, forward markers, quoted lines, or at least 400 characters 

on 5 or more lines) applied to the first message as the chat built it.

Appendix B. Data and reproduction

The documents and all 3,500 result rows are published with this paper at https://janis.erekini.eu/projects/prompt-

injection-study/ under CC BY 4.0, with every company, bank and authority renamed to a fictional one and every domain 

ending in .example. Every number and figure here is computed by one script from those rows. The assistant code that 

produced each row is identified by a hash (27bc0d3297e9 for Parts 1 and 2, 958438c09fcc for the re-run). Laima’s production 

prompt is not published.
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